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Introdugdo

Na nova era digital, o Smartphone tem assumido cada vez mais um papel central,
deixando de ser uma pura ferramenta de comunicagdo assente em voz e SMS,
evoluindo ao ponto de ser possivel a sua transforrmagcdo num posto de trabalho, seja
Nno tratamento de correio electronico ou uso de aplicagdes internas.

As novas tendéncias Bring-Your-Own-Devices (BYOD), Corporate-Owned Personally
Enabled (COPE) e Corporate Owned Business Only (COBO) ndo so tem acelerado a
proliferagc@o de aplicagdes para todo o tipo de negdcios e necessidades pessoais,
como também, tem promovido uma crescente mistura de contextos, tipos de
informagdo e plataformas de acesso, que requerem uma correta avaliagdo dos
riscos inerentes.

Esta mudanga de paradigma levanta uma série de questdes de seguranga que
servem de base para a elaboragdo deste guia.

Contexto

As recomendagdes deste guia assentam no uso de equipamentos e implementagdo
de solugdes, gue enumeramos de seguida:

e Sistema Operativo Android 8 e 9
e Smartphones/Tablets Samsung com a plataforma Samsung KNox 3.x.

e Solugdo de MDM para gestdo centralizada dos dispositivos moveis
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Samsung Knox Platform for Enterprise (KPE)

A plataforma Samsung Knox é considerada uma das plataformas de gestdo de
mobilidade mais seguras da industria, tendo recebido mais certificagdes de
seguranca por parte de entidades independentes e agéncias governamentais (>30)
do gue qualquer outra plataforma ou solugdo.

Assente nesta plataforma temos o Knox Container - um container que separa os
dados e aplicagdes profissionais dos dados pessoais do utilizador, garantido a
integridade da informagdo e possibilitando aos gestores de IT um controlo granular
do smartphone.

PERSONAL SPACE . . SECURE CONTAINER

°
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Consideragdes para as organizagdes

Mobile Device Management (MDM)

A escolha da solucdo de MDM a implementar ficard sempre a cargo do Administrador
de IT. A Samsung trabalha em parceria com os principdais p/ayers neste campo pard
assegurar o suporte as Knox APIs. Contudo, deve o Administrador de IT assegurar que
a solugdo de MDM suporta os principios e politicas de seguranga constantes neste
guia.

Alguns dos principais MDM - Samsung Knox Manage; BlackBerry UEM; Citrix Endpoint
Manager; Microsoft Intune; Mobilelron UEM; SAP Cloud Platform Mobile Services; SOT!
MobiControl; Samsung SDS EMM; VMware Workspace ONE UEM.
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Knox Mobile Enroliment (KME)

A solugdo Knox Mobile Enroliment permite a automatizagdo do registo/inscrigdo dos
equipamentos moveis Samsung na plataforma de MDM, aplicando as politicas pré-
definidas. As vantagens desta solugdo sdo claras, poupando tempo e custos as
organizagdes na configuracdo dos equipamentos em massa e retirando

complexidade na configuracdo inicial aos proprios utilizadores.

Esta solucdo & tambeém compativel com os principais MDM existentes no mercado.
Para mais informagdes, visite a pagina:
https://www.samsungknox.com/en/solutions/it-solutions/knox-mobile-enroliment

Como mitigar os principais riscos € ameagas

Existern vdarias plataformas Samsung, cada urma com © seu suporte personalizado.
Para efeitos de identificacdo e caracterizacdo utilizdmos a solugdo Samsung KNox
Manage, e listamos seguidamente para um conjunto riscos alguns mecanismos de
seguranca, assim como, politicas possiveis de serem aplicadas a um dispositivo
movel e ao Knox Container:

Perda ou roubo de equipamento:

Mecanismos de seguranga Recomendagdo

Aplicacdo de politicas
seguranga

de

O uso de uma solugdo de MDM serd fundamental para aplicar e
gerir de forma centralizada as politicas de seguranga definidas
nos dispositivos, assim como preparar 0s Mesmaos parda uso No
ambiente profissional, automatizando as configuragdes de e-
mail, VPN, aplicagdes profissionais, etc.

Resposta aincidentes

Uma brecha na seguranga, que pode passar pelo simples extravio
de um equipamento a um OS comprometido, pode ser
rapidamente mitigada atraves de acgdes como
bloguear/remover o container, revogar o acesso a VPN, e-mail, ou
mesmo apagar todo o dispositivo.

1. Criagdo de um novo perfil de politicas de seguranga: Profiles » Device

Management Profile » New registration

2. Devices & Users » Devices (seleccionar o dispositivo comprometido)» Device

Command
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 Frequently Used

£ compliance

== App Management
|| Device Management
[ EMM

s

& Device Info Sync

Apply latest Device/App mgmt profiles

Lock/Unlock device

Reset screen password

Factory reset + Initialize SD Card

Send message

Collect device/app info

Fraca protec¢do do sistema operativo:

Mecanismos de seguranga

Recomendacdo

Protecc¢d@o de bindrios

A recomendagdo das entidades acreditadoras passa por
incluir nos smartphones e tablets as seguintes protecgdes
de bindrios:

- RELRO

- Canary
- NX

- Pie

Mecanismos de verificacdo de
integridade do SO

Os equipamentos moveis deverdo possuir mecanismaos
proprios para garantir a integridade do dispositivo desde o
boot ate ao runtime.

- Secure/Trusted Boot (Samsung KPE)
- Real-time Kernel Protection (Samsung KPE)
- Attestation (Samsung KPE)

Atualizagdes de software

E de todo o interesse das organizagdes controlar as
versdes de sistema operativo instaladas nos  seus
equipamentos moveis, garantido assim gue ndo existem
disrupgdes na operacdo e as ultimas atualizagdes de
seguranca.

O Samsung Knox E-FOTA pode garantir esta gest&o atraves
da plataforma de MDM ou solugdo Cloud/On-premise
dedicada. besta forma, o administrador de IT pode decidir
para guem e quando sdo instaladas as actualizagdes.
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o Profiles » Device Management Profile » Android (Legacy) » Security » Attestation

Attestation ® 9 Use

- Action when verification fails ® Lock Knox Container

e Profiles » Device Management Profile » Knox » LightWeight Knox » Policy » System
» Trusted Boot Verification

Trusted Boot Verification 0 Allow

e Profiles » Device Management Profile » Android (Legacy) » System » OTA
upgrade

OTAupgrade ® @ Disallow

o Profiles » E-FOTA Management (necessita de licenga valida para E-FOTA on
MDM)

% 0°

ITADMIN ITADMIN
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Fraca identificac@o e autenticacdo:

Mecanismos de seguranga

Recomendagdo

Dupla autenticagdo

pbiométrica.

Deverd ser aplicada uma politica de identificagdo e autenticagdo
para acesso oo dispositivo e ao container, de acordo com os
requisitos da organizagdo, sendo passivel o uso de autenticagdo

e Profiles » Device Management Profile » Android (Legacy,) » Policy » Security

Secur -
Device Password 0

Interface
Application
Kiosk
Phone
Browser
System
Scheduler
Logging
Firewall

DeX

o Profiles » Device Management Profile » Knox » LightWeight Knox » Policy »

Security

System
Interface
Browser
Container Data
Application

Firewall
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- Minimum strength
- Maximum Failed Login Attempts
- If maximum failed login attempts exceeded
- Minimum length
- Expiration after (days)
- Manage password history (times)
- Device lock timeout (min) ®
- Maximum length of sequential numbers ®
- Maximum length of sequential characters ®
- Block function setting on lock screen

- Block functions on lock screen

Device Password @
- Enterprise Identity Authentication
- Minimum strength
- Maximum Failed Login Attempts
- Action for failing allowed count to retry password
- Expiration after (days)
- Manage password history (times)
- Minimum length
- Minimum number of letters
- Minimum number of lowercase letters
- Minimum number of capital letters

- Minimum number of non-letters

Unlock with fingerprint @
Unlock with iris 0

Enforce Multi factor Authentication @

Apply

Must be alphanumeric

10

Lock device
g

0-365

0-10

15

1-10

1-10

Apply

£ Al [ ] camera [ | Trust Agent

Apply

Do not use

Must be alphanumeric
3

Lock Knox Container
a0

1

8

1

Allow

N/A
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Separacdo entre dados pessoais e dados profissionais:

Mecanismos de seguranga Recomendagdo
N Toda a informagdo armazenada no Knox Container estd
Protecgdo dos dados . ) . ] -
encriptada por defeito e inacessivel a aplicagdes fora do
armazenados

container.

1. Profiles » Device Management Profile » Knox » Add (para criar o Knox Container,)

2. Profiles » Device Management Profile » Knox » LightWeight Knox » Policy »

Container Data
System . I E .
y Moving an application to container @ Disallow
Interface Moving a file to Knox area @ Disallow
Browser Moving a file to General area @ Disallow
Calendar sync setting @ Calendar data sync setting
Application - Calendar data sync {41 Allow Import [[] Allow Export
) Contacts sync setting 0 Contacts data sync setting
Security
- Contacts data sync [ Allow Import [] Allow Export
Firewall

e Profiles » Device Management Profile » Knox » LightWeight Knox » Policy » System
» Share via apps

m Screen capture 0 M/A

Interface Clipboard @ Allow within the same app

Browser Share via apps @ Disallow

Instalagdo e utilizagdo de aplicagdes terceiras:

Mecanismos de seguranga Recomendagdo

De forma a limitar o risco de instalagdo de aplicagdes maliciosas,
o administrador de IT deverd aplicar atraveés da consola de MDM
uma politica restritiva, s6 deixando instalar aplicagdes verificadas.
No limite, poderd bloquear o acesso & Play Store ou Galaxy Store.

Lista de aplicagdes permitidas
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e Por defeito, na criagcdo do Knox Container ndo sdo adicionadas aplicacdes
comuns & drea pessodl, como a Cadmara, Galerig, Internet ou E-mail. Estas
ter&o de ser adicionadas manualimente pelo administrador de IT através do
package name (Ex. Cdmara - com.sec.android.app.camera).
e Profiles » Device Management Profile » Knox » LightWeight Knox » Policy »
Application » General area gpp installation list
System
- General area app installation list Add €2
Interface
com.sec.android.app.camera ket
Browser com.sec.android.app.shrowser ®
Container Data App Data deletion control setting 0 App Data deletion protection list
Application - App Data deletion protection list Add €  Add all app £
) o #
Securnty
Firewall , : o
- App Data deletion protection exception list add €3 Add all app £
None
Application force stop prohibition list setting @ N/A
Show ProgressBar when installing apps @ N/A

o Desabilitar aplicagdes Google no Knox Container: Profiles » Device Management
Profile » Knox » LightWeight Knox » Policy » Application » GMS application

System - Application installation blacklist add ©
Interface None
Browser

- Application installation whitelist Add O Add all app O

Container Data

Application Mone

< IEIL App Execution Blacklist Setting 9 N/A

Firewall Application execution prevention list setting @ N/A

Application uninstallation prevention list Setting 9 N/A

App installation authority whitelisting sertings @ N/A
GMS application 9 Disallow
TIMA CCM profile whitelist @ N/A

25 de junho de 2019 adyta PORTO] CNS*



SAMSUNG

e Desabilitar aplicagdes no dispositivo: Profiles » Device Management Profile »
Anarold (Legacy) » Policy » Application (App Installation Black/Whitelist:
Application execution Black/Whitelist)

secunty Installation of application from untrusted sources ® @ Disallow

Interface Play Store ® @ Disallow

Kiosk App Installation Black/Whitelist Setting @ App Installation Black/Whitelist Settin

Phone - Application installation blacklist ® Add €2 Add all app (+]

Browser None

System - Application installation whitelist ® add € Add all app €&

Scheduler

None

Logging

Firewall Application execution Black/Whitelist Setting [ 7] Application execution Black/Whitelist

e Instalar aplicagdes internas: Applications » iInternal Applications » AQd (+)

Add Internal Application X
lcon * 0 Detailed Information
Platform Android
Installation File * KnoxMessenger.apk Browse
Package Name * com.sds.mysinglesquare
Version * 1.2.38.18110116
Category * Common
Screenshot © Name * KnoxMessenger
Description
Supported Devices ® all () Phone () Tablet

Service Information
Service Term [] No end Date
2019-06-18 ~ 9999-12-31 [
Others [1 No integrity validation
[] App Wrapper @
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Falta de monitorizagdo continua:

Mecanismos de seguranga Recomendacdo

Atraves da consola de MDM, o administrador de IT pode recolher
Ativagdo dos registos de auditoria | também informac@o do dispositvo como as  aplicacdes
(audit logs) instaladas, as politicas de seguranga aplicadas, localizagdo,
definir alarmistica, etc.

o Devices & Users » Devices » pressionar no 'Mobile ID” para aceder aos detalhes

Security

Lock Device Unlocked Keepalive €3 Unset

- Unlock Code: 136055210 +More  Compromised 05 Normal

Password Policy Compliant Normal Compromised App Normal

Password Failure Count N/A Fingerprint authentication Supported

- Password Failure Policy N/A Iris recognition Not supported

Password 0 E-FOTA Disabled +More
Knox Password @) Attestation @ Normal

EMM Login Failed 0/5

-Login Failed Policy None

Device Information

Device location Last Scan: IMEI/MEID 352248100325181
Memory 2.44G of 109.93G used + More Serial Number R3BKBOFADGF
Battery Level 35% Remaining ICCID information 8935101811643408005
Mobile Number Manufacturer samsung
MAC Address BC:CT:EC:90:D1:64 Activation Type @ Match
Firmware PPR1.180610.011.GS70FXXUTA - User Settings / Device Activation Android / Android

sD4 Android Enterprise Method Legacy

e Para configuracdo de alarmistica: Service Overview » Alerts

Audit Events Total Events (272)
Audit Events Q Audit Events
Event Category Audit Events [] Alert Category Audit Events Level Result
[ Email Send Mail To User o [ Failed Policies Agent Device Gontrol Fail ... Error Failed
[] Email Update SMTP Settings [ ] Security Violation Report policy violation Critical All
[ Email Add Mail Template [ security Violation Check Point MTP Malware..  Warning All
] Email Delete Mail Template [] changes In Device Status ~ Change to Disconnecteds..  Info Al
[ Email Modify Mail Template [ ] Failed Policies Close container app (Devic..  Error Failed
[ setiings Activate APl User [] Failed Policies Delete container app data .. Error Failed
[] settings Deactivate APl User Undate [] Failed Paolicies Delete container app (Devi..  Error Failed
[] settings Delete API User [] Failed Policies Apply security policy (Devi.. Error Failed
[ settings Add API User [7] Failed Policies Distribute the latestapp m...  Error Failed
[] Settings Invalidate APl User Tokens [] Failed Policies Agent Request to disallow .. Error Failed
[] settings Modify API User [ Failed Policies Agent Respond to the requ...  Error Failed
[ Email Send Tizen Wearable Installatien Info. [1 Failed Policies Agent Reguest to lock scre..  Error Failed
] Email Send Mail To User (Async) [] Failed Policies Agent Respond to the requ_.  Error Failed
[ Email Send Mail To Device (Async) ) [1  Failed Policies Agent Reguest to unlock d... Error Failed
] sMs Chanae SMS settinas [] Failed Policies Agent Respond to the requ...  Error Failed
Page 1 of 59 » M c View [] Failed Policies Agent Request to reissuec..  Error Failed
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Falha no estabelecimento de comunicagdes moveis seguras:

Mecanismos de seguranga

Recomendagdo

Proteccd@o dos dados transmitidos

Uso de VPN:

- Apenas Knox Workspace
- Todo o dispositivo

Protecgio  de
externa

conectividade

O uso de interfaces de conectividade como Wi-Fi, USB, Bluetooth,
NFC ou cartdo de memoria poderdo ser Iimitados ou mesmo
desactivados de acordo com as especificidades da organizagdo.

e Profiles » Device Management Profile » Android (Legacy,) » Policy » Interface

Security
Application
Kiosk
Phone
Browser
System
Scheduler
Logging
Firewall

DeX

Security
Application
Kiosk
Phone
Browser
System
Scheduler
Logging
Firewall

DeX
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wi-Fi @

Wi-Fi hotspot @

Wi-Fi 551D whitelist setting 0
Wi-Fi SSID Blacklist setting @

Wi-Fi auto connection #® 0

Wi-Fi minimum security level setting ® @

Bluetooth 0

- Desktop PC connection @
- Data transfer ®

- Search mode @

- Bluetooth tethering

Bluetooth UUID Black/Whitelist @)

NFC control @ 0

PC connection ® @

USB tethering ® 0

USB host storage (OTG) ® @
- Set usb exception allowed list

- USB exception allowed list ®

USB debugging ® @
Microphone ® 0

GPs o @

N/A
Disallow
N/A

MN/A

MN/A

N/A
Allow
Disallow
Disallow
N/A
Disallow

N/A

Disallow
Disallow
Disallow
Disallow
N/A
Audio
Hid
Still
Image

Disallow
N/A

N/A

Cdc
Data
Mass
Storage
Vendor
Spec

Communication
Miscellaneous

Wireless
Controller
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e Profiles » Device Management Profile » Knox » LightWeight Knox » Policy »

Interface
System Add a new Wi-Fi network §
Browser Camera @

. Allow USB access @
Container Data

- Allow access of USB devices
Application
Security

Firewall

Bluetooth Low Energy (7]

Disallow
N/A
N/A

Disallow

Package Name

Vendor Id Product Id

None

N/A

Phone Book Access Profile (PBAP) via Bluetooth @ | Disallow

NFC control 9

Disallow

e Profiles » Device Management Profile » Anaroid (Legacy) » Settings » Generic

VPN

Category 9

‘ Generic VPN|

Configuration ID * ‘

VPN name *

Description

Remove available -
VPN vendor name * Cisco

VPN client vendor package name
-

VPN type * S5L

Entering methods for Generic VPN
p

Generic VPN profile

VPN route type * per-app vpn
Server address *

User authentication * @ Use

Connection type * (®) KEEP ON
Chaining * Default

UIDPID * @) Use

com.cisco.anyconnect.vpn.android.avf

Manual Input

() Do not use

':_:' On Demand

() Do notuse
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conclusdées

A elaboragdo deste guia resulta do trabalho conjunto do mundo académico (Adyta),
empresarial (Samsung) e governamental (GNS) e visa dotar as organizagdes de uma
mMaior consciéncia Ndo so para d sud seguranga como também para o aumento da
produtividade atraveés do uso de ferramentas de mobilidade.

Como apontado ao longo deste guia, cabe as organizagdes a escolha das solugdes
que melhor assentam as suas necessidades, mas consideramos vital gue estejam
cada vez mais atentas a estas temdticas aguando da elaboracdo da sua estrategia
interna de mobilidade.

Referéncias
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KNnox STIG API tables for Android 8 and Android 9
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